At Matlong) Ondine Sotety, we belleve in l'.'l'l'-ll‘i'l'l-'ﬂl'."l'|l"lg POrenlE, carers and trusted odulis with tha infarmatian to hald an Infarmed conversation akout anline solety with thalr children, shoukd ||‘1"ff'
feal it |3 nesded. This gulds lazuses on ane of many apps which we Balisve trusied adults ¢hauld be awars of. Please vislt wanw.natienalenlinssatety.corm far further guides, hints and tips for adults.

What Parents & Carers Need to/Know about

WhatsApp is the world’s most p-npulunrnﬂsng ing|service, with'around twu‘ihillmmunrs exchanging texts,
photos, videos and documents, as|v \well as muhingivuici undﬂdin calls. Its iﬂg_,!ru =end encryption means
messages can only be viewed b:.r the snndﬂg__llund anyrecipients: notleven, Whutsﬁ.pp 'can|read them. Updates to its
privacy policy in 2021 (invelving|: shruri ring d r’g‘yith pa rent ::i:|nrr|-|'.u:|n',|r Fuﬂbnnk] caused milliuﬂ;,,sp I-:l;ri the app, but thu
new policy was widely m!:!ntirpril:id tionly, rnlutIdWhutIApp 5 busini“ hutur“. notto pnrrsu:rnql messages.

y

Group chat ond video calls

uulﬂrmt for :inr;n-‘ﬁﬁn? with S ;U" ﬂl' |
i ?-o-o e in WhatsApp, bu é

Ehore i- ;I- the pnt-nt-nri

someone’s feelings to be hurt byan =
unkind commant or joke. Tha "onl

admins’ feature gives the admin(s) nl'u J
group control over who can send
mmuq:&ghw co n, tor sxample, block

in @ chat, which could
m-: e a chi I"I -ncludld and upset,

CONTACT FROM STRANGERS

To etart o WhotsApp chat,
] _- only need the mobile numbﬂrni

he person you want to message
. the other person also needs to have

. thn app). WhatsApp con occess the
nddrana book on someone’s device and
ecognise which of their contocts also use

thn app. So if your child hos ever given

¥ thair p ane numh-ur to someone they don’t
know, that person could use it to contact
LOCATION SHARNG )

C ' The ‘live location” feature lets users
J shore their current whereabouts,

allowing friends to see thair mnu-mntl
~ + WhatsApp describes it s a “sim - und
gecure way to let p lﬂrll kniow
are.” It Is g useful method for u;nung
person to let loved ones know they're mI- oy
= but If they used It in a chat with pe
they dan't know, they would be sxpos ng
thelr location to them, too.

Fraudsters occasionally semd Wha
messages pretending to offer prizes -
encouraging the user to click on a link to
win. Other common scams invalve
warning someone that their WhatsApp
subseription has run out (aiming to dupe
them into disclosing payment details ) or
irn reonating a friend or relative o

‘Elfur money to be transferred to
ha-lp th an amnrgamy

DISAPPEARING MESHGES

Users can set WhatsApp messages to
di:gﬂ:wr in 24 hours, 7 days or 90 days
by default. Photos and videos can also be
instructed to disappear after the

reciplent has viewed them. These files

can't be saved or forwarded - so if your

child was sent an inap J:rn priate

message, it would be difficult to prove -‘E
any wrongdoing. Howevear, the recelver
can take d screanshot and save that as
evidence.

ENABLING FAKE NEWS ﬁ

WhatsApp has unfortunately been linked
to accalarating the spread of dangerous
rumours. in india in 2018, some outbreaks
of moeb viclence appear to have been
sparked by false allegations being shared
on thea u!: . WhatsApp itself took ps to
vent Its users t:lmulntlng hazardous
heories and speculation in the early
weeks of the Covid-19 pandemic.
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f CREATE A SAFE PROFILE " EXPLAIN ABOUT BLOCKING

Even though someone would need a child’s If your child receives spam or offensive
hone number to add them as a contact,

-

e
You ople shouldn't @ e with o
messages, calls or files l'rum @ contact, they :?}, mﬁlgzt at looks suspic uﬁ or too grg:d

t's also worth altering a young person’s should block them usl &' In the chat. to be true. When your child receives a _ p
profile settings to restrict who can see their Communication from a Im: contoct won't ressage from an unknown number for the
phntn and status. The opticns are show up on thelr l:l-wi:u and stays undelivered., first time, they’ll be given the option to -

ne’, ‘my contacts’ and ‘nobody” - Etlucltlnﬂ someaone does not remove them from repaort it o spam. If the sender claims to ba
:hmin one of the latter two ensures that r child’s contact list - so thr.r also need to a friend or relative, call that n on their

your child’s profile iz better protected. & deleted from the address book. usual number to verify It really Is them, or if

it's |urnﬂnm trying to trick your child.

MHKAEOUTM ¥ DELETE ACCIDENTAL 7 CHECK THE FACTS

If yaur child neads to use the ‘live ' HESSAGES '_ You can now lact-check
lecation” function to show you or WhatsApp maessa that

LEAVE A GROUP

If your child is in o group chat that is
making them feel uncomfortable, or

~ has been added to a grou one of their friends where If your child 5 o message the have been forwarded at
that they don’t want Ej I:-u-P they are, advise them to want to delete, WhatsApp all mrhu least five times, by
. rt of, ﬂr can use eTimay share their locotion on user seven minutes to erase a dmhll—tnpping the

maﬂugn Tap and hold on the

rg&a';ti , choose ‘delete’ and tli'lnn
e r ne. Huwevur, t's

important MBmhﬂr

recipients may have um:l

taken a screenshot of n mulnuuu-

before it was deleted.

nH ing glass icon to tha
righ he message. From *
there, your child can Inunch a
Google search and decide for
themselves whether the

message was true or not. .
kil &
Ny ) utlonul

Online

Safety”

to leave, If someone exits a WhatsA gi‘u'a-n a range of

E:nu the admin can add ‘live location” options, and
em bock in ence; H th child should manually sto uhuring

leowe a second time, it is — | their position o= soon as it is no

permanent. longer needed.
z#

hutaAp 5 group settings =+ for as long as they need to.
.|

Meet Qur Expert

Parven Kaur Is a sociol media expert ond digital media
consultant whao is possionate about Improving digital teracy
for parents and children. She hos estensive experence in the
social media amena and |s the founder of Kids N Clicks aweb
resource that helps parents and children thrive in a digital wordd,

@ www.nationalonlinesafety.com , @natonlinesafety n [NationalOnlineSafety @ @nationalonlinesafety
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